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Introduction

Turning risk insights into strategic advantage

Boards are engaging more on risk. The potential reward: insights that yield clear actions
and guardrails for balancing risk with growth.

A familiar pattern is playing out in many boardrooms. Based on a survey of nearly 160 directors and

Directors are reviewing comprehensive risk reports. interviews with directors and risk executives,

The materials are high quality. The discussion is many boards still struggle to see and understand The challen e fOI‘ boards iS to
conscientious. But harder questions linger: what do we emerging risk signals that may ultimately impact & . .
not know? How do changes impact our strategy? strategy. We suggest that process and culture advance how they questlon and view
Will we know when we need to pivot, and are we challenges, as well as limited visibility into critical : :

prepared to act when that time comes? ecosystem risks, limit how well boards can guide the ahgnment Of I'lSk and strategy
In today's nonlinear, accelerated, volatile and risk-informed strategy. SO they can gul.de maI.lagem.ent
interconnected world, risks can shift abruptly and Drawing on our findings, we lay out clear, practical to not Ol’lly nav1gate dlSI'upthI’l
cascade at a moment's notice. The challenge for boards actions directors can take to strengthen the .

is to advance how they question and view the alignment connection between risk and strategy and advance bUt take advantage Of 1t.

of risk and strategy so they can guide management beyond risk mitigation toward risk-enabled growth

to not only navigate disruption but take advantage of it. and enterprise resilience.
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Chapter 1
iring to robust risk-strat int ti
|
Aspiring to robust risk-strategy integration
As boards devote more time to I'iSk Boards have been spending more time on risk at the full board level
. . ’ in the past two years (2024-2026)"

directors see gaps in key areas.
Risk oversight has traditionally been delegated by the board to the audit or risk Increased time devoted to risk oversight on the full board agenda
committee, with the full board having annual or periodic risk discussions.! Our research 60%

shows that this is changing. A clear majority (60%) of the directors we surveyed report

. . . Integrated risk discussions more closely with strategy
spending more time on risk at the full board level over the past two years.

39%
However, more time does not necessarily ) o
. . Improved reporting on emerging risks
mean greater impact. Many directors see the 329
integration of risk and strategy as a critical ’
gap: 38% of our respondents explicitly cited Increased engagement with management below the C-Suite on risk topics
it as an area that needed improvement. 29%
Moreover, 38% also said their boards needed
to better understand interconnected and Brought in external experts more frequently
. . . 0,
systemic risks, and 44% said they need stronger 24%
scenario planning and stress testing. These ’ .
. X R Increased use of scenario planning
capabilities are becoming more important as 22y
. . . . (
risks increasingly cut across company silos
and span multiple functions, creating a greater No material change
need to connect risk across more dimensions 14%
of strategy and operations. As a result, these
areas - the top three where respondents saw room for improvement - are precisely Established new committees or subcommittees focused on specific risks (e.g., cyber, geopolitical, Al)
. . . 0,
those most needed to oversee strategy in an environment full of unforeseen crises 14%
and opportunities that cascade across the enterprise in unexpected ways. More reliance on management vs. board-led discussions
6%
t While the audit committee’s primary focus is on risks that affect the financial statements as well as ethics and compliance, most
boards delegate other aspects of risk oversight to the audit committee. This may include, for example, oversight of the enterprise *In the past two years, how has your board's approach to risk oversight evolved? (Select all that apply) N = 157.
risk management programs as well as specific risks related to cybersecurity, Al, sustainability, finance transformation, tax, trade Data collected through a Corporate Board Member survey developed with EY; analysis by the EY Center for
and supply chains, and more. This excludes those organizations that are required under Dodd-Frank to have risk committees. Board Matters.

For more articles like this, please visit ey.com/us/boardmatters. September 2026 | 03
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ASPIRING TO ROBUST
RISK-STRATEGY
INTEGRATION

INTRODUCTION IN DEFINED

Management reporting from the Risk function is the
foundation of board and committee risk discussions.
Interestingly, directors don't view reporting shortfalls
as a major challenge. Only 15% cited the quality

of management reporting as a primary area for
improvement, and more than 70% viewed reports in
four key areas as robust or with only non-material gaps.

This suggests that, where reporting is concerned, the
need for improvement lies less in the information itself
than in how boards engage with it. Do the board's
processes and culture create space for rigorous discussion
about the strategic implications of emerging risks? Are
directors challenging assumptions, exploring alternative
scenarios and debating trade-offs? Are they engaging
early, even before a resolution is clear, so that they can
influence direction rather than react to outcomes?

Do the board’s processes and
culture create space for rigorous
discussion about the strategic
implications of emerging risks?
Are directors challenging
assumptions, exploring alternative
scenarios and debating trade-offs?

ANCHORING DECISIONS

RISK APPETITE

THIRD-PARTY RISK WHEN DO QUESTIONS
COULD TAKE BOARDS SIGNALS CALL CONCLUSION FOR THE BOARD METHODOLOGY
BY SURPRISE FOR ACTION? TO CONSIDER

Management reporting on risk
is meeting director expectations®

Directors see the most room for improvement
in areas that support risk-strategy integration’

Scenario planning and stress testing Timely monitoring of key risk indicators

44% 84%
Understanding interconnected/systemic risks Clear translation of risk into strategic implications and trade-offs
38% 75%
Integration of risk and strategy Clear thresholds or triggers that signal
38% when strategic reassessment is needed

72%
Directors with expertise in risk areas most material to the company

18%

Forward-looking risk insights from management
2%
Quality of management reporting

0,
15% % directors who qualified management's reporting

Risk culture oversight as robust or with non-material gaps
14%
*How would you qualify the reports your board receives on the following?
Robust, some non-material gaps, some material gaps, N/A; we do not receive
this report. N = 157. Data collected through a Corporate Board Member
survey developed with EY; analysis by the EY Center for Board Matters.

No significant gaps identified

13%

*Where do you see the greatest need to strengthen your board's risk
oversight capabilities? (Select up to three) N = 157. Data collected through
a Corporate Board Member survey developed with EY; analysis by the
EY Center for Board Matters.

For more articles like this, please visit ey.com/us/boardmatters.
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INTRODUCTION

Even when board members consider today's reporting
to be strong, they must examine the extent to which it
truly helps them anticipate what lies ahead. The goal,
as one director said, is “to be able to look through the
windshield rather than the rear-view mirror.” Board
leaders who are not continually raising the bar on
information quality in today's environment may be
putting their boards at risk of missing critical signals.

The good news is that advances in technology

are rapidly expanding what is possible, and

many management teams are experimenting

with Al tools that can deliver forecasting and
modeling at unprecedented levels. Boards are

also increasingly seeking outside-in perspectives
such as benchmarking and third-party reviews to
challenge internal assumptions and stay up to date
on fast-evolving risks.

ANCHORING DECISIONS
IN DEFINED
RISK APPETITE

THIRD-PARTY RISK WHEN DO
COULD TAKE BOARDS SIGNALS CALL
BY SURPRISE FOR ACTION?

Closing the risk-strategy gap calls for

open, cross-functional engagement

As directors have shared, strengthening risk oversight
beyond information and inputs begins with making
room on the agenda for emerging priorities and using
meeting time for dialogue rather than listening to
presentations. This creates space for board members
to routinely challenge management’s assumptions and
probe scenarios where compounding risks could shape
strategic outcomes. Doing this well depends as much on
culture as on process: The strongest boards create an
environment of trust by engaging constructively rather
than reactively, increasing management'’s comfort with
surfacing issues not discussed previously. Ongoing
informal connections through pre-meeting alignment
sessions, rolling agenda reviews, and regular touchpoints
between risk leaders and committee chairs can help
improve communication.

QUESTIONS
FOR THE BOARD
TO CONSIDER

CONCLUSION METHODOLOGY

The strongest boards create
an environment of trust by
engaging constructively rather
than reactively, increasing
management’s comfort with
surfacing issues not discussed
previously.

For more articles like this, please visit ey.com/us/boardmatters.
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INTEGRATION

INTRODUCTION

Leading boards also link risk with strategy by combining
and coordinating input from strateqgy, risk and assurance
|leaders. For example, a recently retired Fortune 100
risk executive shared that their company's board would
annually have the head of strategy report on top risks
and mitigation plans, followed by the head of Internal
Audit sharing the audit plan. This helped the board
understand risks at a strategic level along with receiving
assurance on how they would be mitigated.

Similarly, another risk executive stressed the value of
their board's formal process to involve the Chief Risk
Officer in strategy discussions. In one instance, this
discussion delayed a product launch until risk mitigation
capabilities were sufficiently mature. A Fortune 500

bank director also noted the value of boards “not just
looking to the risk executive” but “pressing business unit
leaders — the owners of the risk” to talk about how they're
managing risk and accounting for it in the strategy.

It's not always easy to achieve this level of dialogue.

For example, a difficulty our interviewees repeatedly
identified is the reluctance of some management

teams to raise issues before they have a fully formed
response. “Executives don't want to say anything until
they have a solution,” observed one Fortune 500 risk
executive, “but problems do not age well.” To help shift
the culture toward earlier, more productive discussion,
board members can reinforce that they want to hear
about risks while the situation is still developing and that
management doesn’'t need to solve every problem before
bringing it to them. One director described a deliberate

ANCHORING DECISIONS
IN DEFINED
RISK APPETITE

THIRD-PARTY RISK WHEN DO
COULD TAKE BOARDS SIGNALS CALL
BY SURPRISE FOR ACTION?

effort by their board to send exactly that message:
“bring us your unfinished work, have the courage to
raise issues early, and we will be supportive.”

Finally, boards must help companies navigate the
delicate balance between boldness and restraint.
Enterprise resilience means not only protecting the core
business but taking considered risks to pursue strategic
growth, and boards play a valuable role in keeping
opportunity part of the conversation. One director at

a global software company emphasized their board'’s
value in prompting “very healthy discussion” around the
opportunities that changing risks may create.

At the same time, boards will periodically have

reason to challenge management’s optimism around
strategy. Contributing to the risk of over-optimism,
decision-makers may exclude risk teams from key
business and strategy discussions because they consider
risk a blocking function instead of an enabling one.
Boards can help combat this by making clear that they
expect management to involve the Risk function in

all significant decisions.

For.more insights and ideas‘on practices
that strengthen boardreffectiveness,

see the EY Centér for Board Matters
resources on Board effectiveness. :

CONCLUSION

QUESTIONS
FOR THE BOARD
TO CONSIDER

METHODOLOGY

For more articles like this, please visit ey.com/us/boardmatters.
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Elevating the Risk Management function for strategic impact

Embedding risk into strategy depends on a strong
partnership between the board and the Risk
function. At its best, that partnership elevates

risk into a strategic role, closely integrated with
decision-making rather than operating as a parallel,
compliance-oriented function. Our survey suggests
an opportunity for boards to strengthen this
partnership. While 46% rate the Risk function’s
compliance performance at the highest level, only
25% say the same for identifying emerging risks —
and just 24% for informing strategic decisions.

Closing the gap requires a two-way shift. Risk
functions need to bring a strategic perspective
geared toward anticipating future risks.
High-performing Risk functions position risk

management as an enabler of business growth.
Boards, in turn, need to understand how risk
leaders are integrated into the business and to
actively empower and engage them in strategic
discussions. By doing this, the board can play

a powerful role in raising the Risk function'’s
organizational standing and leadership support.

Only about a quarter of directors rate their Risk

functions highly in strategy-focused activities"

Maintaining effective controls and compliance

46%

Identifying emerging risks

25%
Informing strategic decisions

24%

% directors rating the Risk function
at the highest level of performance

*How would you rate your company’s Risk function (e.g., internal audit,

chief risk officer) across the following dimensions? N = 157.
Data collected through a Corporate Board Member survey
developed with EY; analysis by the EY Center for Board Matters.

CONCLUSION

QUESTIONS
FOR THE BOARD
TO CONSIDER

METHODOLOGY

ACTIONS BOARDS CAN TAKE TO ADVANCE
INTEGRATION OF RISK INTO STRATEGY

Create time on the full board agenda, with both
strategy and risk executives at the table, to
discuss how risks (both alone and compounded)
translate into strategic implications and trade-offs.

Ask how management is using Al to identify
potential cascading impacts that may not be
immediately visible to the executive team.

Engage in tabletop exercises and crisis simulations
that move the board from abstract risk discussions
to live experience that can road-test the company's
governance and response capabilities.

Anticipate the optimism embedded in strategic
plans and ask questions that empower the Risk
function to provide an effective counterbalance.
For example:

If we're wrong on this, what will we wish we
had challenged more directly today?

Where has the Risk function pushed back or
expressed concern, and how has that been
incorporated?

Ask how the Risk function's budget and capital
allocation aligns to the company's strategy and
emerging risks that may affect the company.

For more articles like this, please visit ey.com/us/boardmatters.
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Chapter 2
Anchoring decisions in defined risk appetite
Clear articulation and disciplined reassessment Risk appetite Is often Many, but not all, boards
. . . left implied rather than continuously re-assess risk appetite
of risk appetite guides trade-offs that strengthen explicitly stated" as conditions change’

strategic alignment.

No business operates, or grows, without taking risks. The real questions revolve ’
around which, how much, and when to adjust. This is why it's essential for boards
to clearly define the company'’s risk appetite.

Surprisingly, our survey found that risk appetites often remain implied rather than
fully spelled out. Fewer than half of directors (43%) reported that their company's
risk appetite is formally articulated and documented - a percentage that drops

to 30% when excluding financial services companies, where regulations mandate
stricter procedures around risk appetite.

Meanwhile, 29% of our respondents said their company’s risk appetite is articulated
but not documented, and 25% said it is understood broadly but not documented.

. . - . . . [l Not formally articulated [l Yes, continuously/
This is despite the fact that a majority of directors (58%) also said their board or documented as risks evolve
continuously reassesses the company'’s risk appetite as conditions change. It's fair
to ask how effective a reassessment can be without a clearly defined baseline. Il Understood broadly | In response to
but not documented significant events
Notably, directors whose boards document their company’s risk appetite are . . L.
more c»(/)nfident in risk oversight than those whose bozrdsydo not F/)A[r)non . Articulated . On a fixed periodic cycle,
9 ) 9 but not documented regardless of conditions

respondents who said they were confident in their board'’s risk oversight approach,
50% reported having a formally articulated and documented risk appetite. [ Formally articulated [ Rarely or not at all
This compares with only 23% among less confident directors. and documented

Several directors we spoke with, however, emphasized that documentation in itself *How clearly articulated is your company’s risk *Does your board re-assess the suitability of

: : . . appetite? N = 157. Data collected through a the company's risk appetite as conditions
matters less than the conversations required to develop it. The process of defining Corporate Board Member survey developed with EY; change? N = 157. Data collected through a
risk appetite creates a clear, shared understanding between management and analysis by the EY Center for Board Matters. Corporate Board Member survey developed with EY;

. L . . lysis by the EY Center for Board Matters.
the board about the calculated risks the company is willing to take in pursuit of anelysis by the BT Lenterfor soard Marers

its objectives. One director noted that setting risk appetite may initially feel

For more articles like this, please visit ey.com/us/boardmatters. September 2026 | 08
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“like an academic exercise,” but quickly becomes
a practical discussion about strategy and
decision-making: “Why are we comfortable with
this level of residual risk? What decisions would -
or would not — we make within these boundaries?
[The process] stimulates discussion about
strategic choices.”

Based on these observations, we encourage boards

to document risk appetite without allowing the process
to become a check-the-box exercise. Instead, it should
be a proving ground for decisions about how best to
approach risk and their impacts, prompting deeper
conversations that yield the clarity and consistency
that our interviewees rightly viewed as critical.

Boards can strengthen these discussions by
thoughtfully considering management inputs

on matters such as strategic objectives, the
company's current risk profile, business conditions
and stakeholder expectations. As the Committee

of Sponsoring Organizations of the Treadway
Commission's (COSO) guidance highlights,?

risk appetite should be tested against real-world
decisions and refined over time as conditions change.
"l don't want someone to just say ‘We can't

do that because of our policy,'" said one director;
“I'd want us to take the time to challenge the policy.”

2 Risk Appetite — Critical to Success: Using Risk Appetite to Thrive in a Changing
World, by Frank Martens and Dr. Larry Rittenberg, Committee of Sponsoring
Organizations of the Treadway Commission (COSO), 2023.

QUESTIONS
FOR THE BOARD
TO CONSIDER

CONCLUSION METHODOLOGY

ACTIONS BOARDS CAN TAKE
TO FORMALLY DEFINE RISK APPETITE

Prioritize articulating and documenting risk
appetite as part of the annual strategy setting
discussions.

Incorporate risk appetite into board discussions
on strategy, growth and major investments.

Have risk leaders present not just to the audit
or risk committees but also to the full board on
key risks that may threaten strategy or growth.

We encourage boards to
document risk appetite without
allowing the process to become
a check-the-box exercise.

For more articles like this, please visit ey.com/us/boardmatters.
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Third-party risk could take boards by surprise

Director views on critical
vendor disruption reveal

one area where risk oversight
needs to delve deeper.

Third-party risk in a highly interconnected world
stands out as increasingly critical and, for many
boards, insufficiently addressed. As companies
integrate systems with external providers and build
more complex ecosystems, third parties can create
multiple points of failure, such as cyber incidents,

operational breakdowns and critical input unavailability.

Clear visibility into the most important third parties
is essential for today's resilient enterprise.

Here, we saw a curious disconnect. Four in five (80%)
of our surveyed directors reported that they are fully
or mostly confident that their risk oversight practices

effectively address today’s risk environment.

Yet 42% also said that their company would be
significantly or severely disrupted by a critical
vendor failure. The discrepancy between overall
confidence and perceived vulnerability to third-party
disruptions points to a need for boards to more
closely examine how these risks are understood,
monitored and addressed.

One frequent challenge is limited visibility. According
to our survey, much of the risk reporting that boards
receive is backward-looking or compliance focused.
Three-quarters (75%) of directors said that they get
reqular reporting on third-party incidents (breaches,
outages, service failures, and the like), and 60%
receive regular reports on regulatory/compliance
exposures (such as third-party compliance issues).

In contrast, fewer than half of directors
reqularly receive reports in more forward-looking
areas such as risk exposure overviews (48%),

Third parties can create
multiple points of failure, such
as cyber incidents, operational
breakdowns and critical input
unavailability.

Many directors say a critical third-party
failure would significantly or severely disrupt
their company”

L/

[ Minimal impact
[l Noticeable but manageable disruption
B significant disruption

[ severe/business-critical disruption

*Consider a specific external party that is critical for your company.
If they experienced a significant disruption, how much would it
affect your company's operations? N = 157. Data collected through
a Corporate Board Member survey developed with EY; analysis by
the EY Center for Board Matters.

For more articles like this, please visit ey.com/us/boardmatters.
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Third-party risk reporting is more backward-looking

than forward-looking (% of all directors)"

Incident reporting — breaches, outages, service failures

75%

Regulatory/compliance exposure —
e.g., third-party compliance issues

60%

Ongoing monitoring — performance, compliance, SLA breaches

54%

Risk exposure overview —
aggregate third-party risk profile, heat maps, trends

48%

Critical vendor reporting — top vendors, risk ratings, changes
44%

Concentration/dependency risk —overreliance on key vendors

27%

Due diligence/onboarding assessments

26%

N/A - the board does not receive formal third-party risk reporting

6%

*Which aspects of third-party risks are regularly reported to the
board? (Select all that apply.) N = 157. Data collected through
a Corporate Board Member survey developed with EY; analysis by
the EY Center for Board Matters.

concentration and dependency risk (27%) and due
diligence and onboarding assessments (26%).

These latter insights are important to helping boards
understand how the company is addressing emerging
threats to the business ecosystem, including evolving
cyber exposures and dependencies as frontier Al
reshapes cyber risk.

These findings suggest that boards may wish to
push management to view reporting through a more
future-focused lens. Detailed reporting on past
performance and compliance provides assurance,
but it needs to be complemented with anticipatory
insights to proactively guide enterprise resilience.

Most of all, boards should consider whether
long-standing approaches to third-party
management remain effective today. Key questions
to ask management include: What assumptions about
third parties does our strategy rely on? How are
those dependencies monitored? Are we driving to
lowest-cost suppliers at the risk of losing needed
redundancies? Are we knowingly making tradeoffs
that raise third-party risk exposure to unacceptable
levels? Do our processes enable the company

to act decisively on what we are seeing?

Through these discussions, boards can strengthen
the company’s ability to anticipate, withstand

and respond to disruption originating beyond

its direct control.

CONCLUSION FOR THE BOARD

QUESTIONS
METHODOLOGY
TO CONSIDER

ACTIONS BOARDS CAN TAKE
TO HELP ENABLE THIRD-PARTY RISK
PREPAREDNESS AND MITIGATION

Identify critical assumptions about third parties
that underlie the strategy, and ask management
how dependencies are being monitored.

Thoroughly understand management’s processes
for identifying, onboarding and monitoring
third-party providers, partners and alliances.

Request that management reporting provide
sufficient insight into early-warning signals like
concentration and dependency risk.

Expect management to report on key
decisions involving third parties along with
the associated risks.

For more articles like this, please visit ey.com/us/boardmatters.
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When do signals call for action?

Defining and acting on risk
thresholds helps organizations
keep pace with change.

Traditional risk assessment approaches built on periodic
reviews and static assumptions will fall short when
conditions shift quickly and unexpectedly. Risk intelligent
organizations reqgularly track market and business
indicators and hold themselves ready to act when these
signals reach a certain threshold. This trigger-based
approach is fundamental to keeping risk management
in step with the pace of business. As one director noted,
while such indicators rarely warrant wholesale shifts in
strategy, they can help boards continuously assess and
adjust a company’s approach within specific risk areas
such as cybersecurity or commercial practices.

The directors in our survey broadly recognize this call to
action. Nearly two-thirds (63%) said that clear triggers

or thresholds for strategy reassessment are critical to
effective risk discussions. Further, confidence in risk
oversight closely tracks the quality of management
reporting on these indicators. Nearly eight in ten (79%) of
directors who are confident in their board's risk oversight
say they receive robust threshold-related reporting,
nearly twice as many as their less confident peers (43%).

Predefined risk indicators can help directors and
executives know when to revisit strategy, but the
enterprise must first embed them in risk management.

This involves a few challenges. Defining appropriate
triggers is inherently difficult, especially in large,
complex organizations where risks and risk thresholds
may vary across business units. Additionally, poorly
calibrated triggers can lead to over- or under-reaction,
underscoring the need for thoughtful design and
ongoing refinement. And while advances in Al and
analytics are making it easier to continuously track
signals, deciding what to do when those signals arise is
harder. Organizations need to specify clear escalation
paths, decision rights and potential actions that allow
them to move quickly when thresholds are reached.

Boards play a vital role in prompting the enterprise
to overcome these hurdles. Their responsibility is to
oversee that management is tracking the appropriate
signals and using them to make timely adjustments,
escalating issues promptly when needed and bringing
the strategic implications forward.

Traditional risk assessment
approaches built on periodic
reviews and static assumptions
will fall short when conditions shift
quickly and unexpectedly.

QUESTIONS
FOR THE BOARD
TO CONSIDER

CONCLUSION METHODOLOGY

ACTIONS BOARDS CAN TAKE
TO GUIDE A THRESHOLD-BASED APPROACH
TO RISK MANAGEMENT

Oversee how management articulates the
assumptions underpinning strategy and what
might potentially impact them.

Create triggers based on these fundamental
assumptions that can signal when strategy or
elements of the strategy need to be reassessed.

Confirm that management is taking (or enhancing)
a dynamic approach to risk assessment rather
than a time- or process-driven one so that market
signals are seen as they arise.

Understand who is accountable for which risks and
whether the path to escalation is clearly defined.

Oversee how management is tracking not just the
"most likely" scenario but others with potential
for disruption.

Encourage management to model for a broader
set of circumstances, including low-probability/
high-impact scenarios by leveraging newer
Al-enabled tools that can work at scale.

For more articles like this, please visit ey.com/us/boardmatters.
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ASPIRING TO ROBUST ANCHORING DECISIONS THIRD-PARTY RISK WHEN DO QUESTIONS
INTRODUCTION RISK-STRATEGY IN DEFINED COULD TAKE BOARDS SIGNALS CALL CONCLUSION FOR THE BOARD METHODOLOGY
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Conclusion

Advancing risk oversight as volatility continues

Boards are highly regarded for the wisdom and experience they bring to oversight
and guidance. Yet the reality is that business risks are becoming more frequent,

interconnected and difficult to predict with precision. What companies are facing today Boards must be willing and able

and tomorrow will look different from what many directors have experienced in the to adopt dynam%c approaches .
past. To effectively oversee risk in the service of enterprise resilience, boards must that may go against past practices
be willing and able to adopt dynamic approaches that may go against past practices and expectations.

and expectations. Future success begins with acknowledging and embracing the
need for change.

For more articles like this, please visit ey.com/us/boardmatters. September 2026 | 13
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ASPIRING TO ROBUST ANCHORING DECISIONS THIRD-PARTY RISK WHEN DO QUESTIONS
INTRODUCTION RISK-STRATEGY IN DEFINED COULD TAKE BOARDS SIGNALS CALL CONCLUSION FOR THE BOARD METHODOLOGY
INTEGRATION RISK APPETITE BY SURPRISE FOR ACTION? TO CONSIDER

Questions for the board to consider

Strategic clarity and alignment Third-party risk

To what extent are key risks embedded in strategic
discussions and decision-making?

Does the Risk function's role extend beyond
compliance to informing capital allocation,
innovation and growth priorities?

How well does management understand the
critical assumptions that underpin the strategy -
"what must be true for the strategy to succeed?”

How are these assumptions translated into
measurable indicators that are monitored
appropriately?

How effectively is management balancing the
dual objectives of protecting the core business
while preserving the ability to pursue strategic
growth and value creation?

Risk appetite
How explicitly articulated and documented is
the company's risk appetite?

How can we confirm that the risk appetite is
actionable and aligned with strategy?

How often do we revisit risk appetite as
conditions evolve?

How well do we understand the risks embedded
in our third-party ecosystem?

How can we make sure we receive enough
information on concentration risk and
dependencies?

How effective are we at providing guidance on
trade-offs being made between cost efficiency
and resilience?

Monitoring and acting on risks
How closely are we tracking emerging risks,
including those from evolving technology
(e.qg., Frontier Al models being leveraged for
cyber-attacks)?

Is management discussing emerging risks early
enough for the board to influence outcomes rather
than reacting after the fact?

To what extent has management defined triggers
that signal a potential need to change direction or
implement contingency plans?

When risk thresholds are reached, how prepared
are we to act decisively?

Has management defined the enterprise
commitments that must be delivered in the event of
disruption? Do we have sufficient visibility into the
risks and dependencies that could threaten them?

For more articles like this, please visit ey.com/us/boardmatters.
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ASPIRING TO ROBUST

INTRODUCTION RISK-STRATEGY
INTEGRATION

Methodology

ANCHORING DECISIONS THIRD-PARTY RISK
IN DEFINED COULD TAKE BOARDS
RISK APPETITE BY SURPRISE

WHEN DO QUESTIONS
SIGNALS CALL CONCLUSION FOR THE BOARD METHODOLOGY
FOR ACTION? TO CONSIDER

Corporate Board Member surveyed 157 public company directors using a questionnaire developed with Ernst & Young LLP (EY); the EY Center for Board Matters analyzed the
anonymized results. The respondents span a variety of industries and public companies with revenues ranging from less than $300m to over $10b. They also represent a range of
years of board service, with the largest number (48%) having served as a director between three and ten years. We supplemented the survey results with in-depth interviews with
audit or risk committee chairs representing seven companies (including three Fortune 1000 companies), and with four current or recently retired Fortune 500 risk executives.

Revenue of the companies represented
in the most recent fiscal year

Less than $300 million (US)
19%

$300m to $1.9 billion (US)
36%

US$2b to $9.9b
28%

US$10b or more
17%

Data collected through a Corporate Board Member survey developed with EY; analysis by the EY Center for Board Matters.

Sectors of the
companies represented

3%
28%

[l Consumer and Health
[l Financial Services
[l 'ndustrials and Energy

[ Technology,
Media and Entertainment,
and Telecommunications

Other

Years of service as a board member Committees of the
at a publicly traded corporation companies represented
Audit/Risk
68%
Compensation
60%
Nominating and governance
48% 59%
Technology
22%
Other
[l Less than three years 17%
[l Three to ten years Finance
[l More than 10 years 10%

For more articles like this, please visit ey.com/us/boardmatters.
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